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Introduction Dynamic Features in JavaScript Blended vs. Static Analysis
4 JavaScr?pt ?s the lir?gua franca of yveb applications | | for (n = 1; n < 20; n++) {
€ JavaScript is a flexible programming language because of its dynamism xe = "s.prop” + n + "=myUe(s.prop" + n + ")";
dynamic code generation ex = "s.eVar" + n + "=myCp(s.prop"” + n + ",'D=c" + n + "™)"; Pure
function varladlc:lty_ to = "typeof(s.prop” + n + ")"; Static 1 9 . Blende.d
constructor polymorphism if (eval(to)\= "undefined") { Analysis Analysis
dynamic typing and prototyping eval(xe)]
eval(ex)
} S 7
JavaScript Security }
€ The dynamism is a double-edged sword Figure 1: dynamic code generation (eval) example Experlmental ReSUItS

¢ security exploits :
. . e . . . function(){
€ Detecting security vulnerabilities using program analysis techniques Af(arguments length=== 16
* integrity: taint analysis ovt=null: ' 14
L=arguments][0] 12
| / \ telse{ 10
/mDU\ > t /‘ evt=arguments|0]; 8 ® false positive
‘\ /’ JavaScript \ L=arguments|[1] / 6 ¥ true positive
user event sensitive program } 4
handlers operations J(evt,L) 2
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Figure 2: variadic function example from www.linkedin.com Static Taint+ Static Taint- Blended Taint

Figure 3: taint analysis results

JavaScript Blended Analysis Framework

Design goal: a practical general-purpose combination of dynamic and static
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analysis capable of capturing the effects of the dynamic features of JavaScript. Website Page count Trace count 100%
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gy g ’ totals 263 595 € Handle other JavaScript dynamic features

¢+ dynamic typing and prototyping
€ Explore more client problems

Blended Taint Analysis for JavaScript Web Applications + program understanding

€ Apply blended analysis to other dynamic programming languages
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